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    tspex

Time-Stamp Protocol (RFC 3161,
RFC 5816) in pure Elixir: build
requests, ask a time-stamping authority (TSA), read the answers, and verify a
time-stamp at the date it was issued, even after the certificate of the TSA
has expired. It also puts time-stamps in signatures made with
cmsex.
Everything but the hash and signature operations is written in Elixir on top
of OTP's :crypto, :public_key and :ssl. There is no NIF and no other
dependency than cmsex.
Installation
def deps do
  [{:tspex, "~> 0.1"}]
end
Elixir 1.16 and OTP 26 or later.
A time-stamp of a document
Tspex.stamp/2 builds the request, sends it, reads the answer and verifies
it. :trust is required: it is the list of root certificates (in DER) you
accept for the TSA.
tsa_root = File.read!("tsa-root.crt")
contract = File.read!("contract.pdf")

{:ok, stamp} =
  Tspex.stamp(contract, url: "https://tsa.example.com/tsp", trust: [tsa_root])

stamp.info.gen_time
File.write!("contract.pdf.tst", stamp.token)
The token is the time-stamp proper. Keep it with the document. Months or years
later, Tspex.verify/3 checks the pair, judging the chain of the TSA at the
date in the token and not today:
token = File.read!("contract.pdf.tst")

{:ok, stamp} = Tspex.verify(token, {:data, contract}, trust: [tsa_root])
stamp.info.gen_time
A document that was changed is {:error, %Tspex.Error{reason: :imprint_mismatch}}.
What {:ok, stamp} promises
The token is a SignedData with one signer; the signer's certificate is the
one the token names, is meant for time-stamping (a critical extKeyUsage with
id-kp-timeStamping), and chains to one of your roots as of the genTime;
the signature is valid; the imprint is the hash of your data. It does not
promise that the TSA is honest or its clock right (the roots are your choice
and the time is its word), that the certificate of the TSA was not revoked
(stamp.revocation says :not_checked unless you give :revocation), or that
the stamp will prove anything for ever. The documentation of Tspex.verify/3
and SECURITY.md have the full list.
Your own HTTP client
Tspex.stamp/2 sends the request with Tspex.HTTP, a small HTTP/1.1 client
that limits the size of the answer. To use Req, Finch, a proxy or a mock,
give a :transport, or do the steps yourself:
request = Tspex.request!(contract)
{:ok, answer} = Tspex.HTTP.post("https://tsa.example.com/tsp", request.der)

{:ok, stamp} = Tspex.verify(answer, request, trust: [tsa_root])
Keep the Tspex.Request: the nonce in it is what ties the answer to this
request.
Looking at a token
Tspex.decode_token/2 reads a token without judging it: what the TSA said,
not yet what it proves.
{:ok, info} = Tspex.decode_token(token)
{info.gen_time, info.policy, info.serial, info.accuracy}
Time-stamping a signature
A signature made with cmsex becomes a long-lived one by time-stamping its
signature value (RFC 3161, appendix A; the id-aa-signatureTimeStampToken
attribute of CAdES-T). The stamp goes in an unsigned attribute, so the
signature does not change.
signer = %{certificate: File.read!("signer.crt"), key: File.read!("signer.key")}
{:ok, cms} = Cmsex.sign(contract, signer)

{:ok, imprint} = Tspex.signature_imprint(cms, 0)
{:ok, stamp} = Tspex.stamp(imprint, url: "https://tsa.example.com/tsp", trust: [tsa_root])
{:ok, cms} = Tspex.add_signature_time_stamp(cms, 0, stamp)
Tspex.verify_signature_at_time_stamp/2 then verifies the signature as it
was at the time of the stamp: the stamp is verified, and the signature and
the certificate path of the signer are checked at that time. The certificate
of the signer may have expired since, and the signature is still good.
signer_root = File.read!("signer-root.crt")

{:ok, [result]} =
  Tspex.verify_signature_at_time_stamp(cms, trust: [signer_root], tsa_trust: [tsa_root])
result.time
A signer with no verified stamp is :no_time_stamp; it never falls back to the
current date.
A content time-stamp (RFC 5126, 5.11.4) goes the other way: the content is
stamped first, and the token is a signed attribute.
{:ok, stamp} = Tspex.stamp(contract, url: "https://tsa.example.com/tsp", trust: [tsa_root])
attribute = Tspex.content_time_stamp_attribute(stamp)

{:ok, cms} = Cmsex.sign(contract, Map.put(signer, :signed_attributes, [attribute]))
{:ok, verified} = Cmsex.verify(cms)
{:ok, [_stamp]} = Tspex.verify_content_time_stamp(verified, 0, trust: [tsa_root])
A document with a chain of time-stamps
Tspex.TimeStampedData (RFC 5544) keeps a document and its time-stamps in
one file. Each time-stamp covers the one before it, so a new one, from the same
TSA or from another, can be added later, when an algorithm or a key is about to
age out. This part is experimental: RFC 5544 leaves open which octets the
later time-stamps cover, and the choice made here is in the module
documentation.
alias Tspex.TimeStampedData

{:ok, imprint} = TimeStampedData.imprint(contract, file_name: "contract.pdf", hash_protected: true)
{:ok, first} = Tspex.stamp(imprint, url: "https://tsa.example.com/tsp", trust: [tsa_root])
{:ok, tsd} = TimeStampedData.new(contract, first, file_name: "contract.pdf", hash_protected: true)

# later: a second time-stamp, over the first element
{:ok, next} = TimeStampedData.extension_imprint(tsd)
{:ok, second} = Tspex.stamp(next, url: "https://tsa.example.com/tsp", trust: [tsa_root])
{:ok, tsd} = TimeStampedData.extend(tsd, second)
File.write!("contract.pdf.tsd", TimeStampedData.encode(tsd))

{:ok, result} = TimeStampedData.verify(File.read!("contract.pdf.tsd"), trust: [tsa_root])
result.time
result.time is the time of the first time-stamp. Every token is verified
like Tspex.verify/3 does, each against the certificate of its own TSA as of
its own genTime. The dataUri of a structure that does not carry the
document is never fetched: give the document as :content.
Options worth knowing
	:policies - the TSA policies you accept; :policy in the request asks for one.
	:max_skew - seconds the genTime may differ from the local clock.
	:revocation - fun.(path, gen_time), called when everything else passed;
the guide has a recipe that builds it from CRLs.
	:allow_sha1 - SHA-1 imprints and signatures are refused by default; some
TSAs still sign with SHA-1.
	:tsa_name and :tsa_eku - :strict by default; see Tspex.verify/3.
	:max_size, :max_depth, :max_nodes - limits for what is read.

Errors are {:error, %Tspex.Error{}} with a stable :reason atom. A bad
argument raises ArgumentError, without showing your data. verify!/3,
stamp!/2, request!/2 and the decode_*! functions raise Tspex.Error
instead of returning it.
Versions
Until 1.0 a minor version can change the API, and the CHANGELOG says what.
From 1.0 on, a new field in Tspex.Verified, Tspex.TSTInfo,
Tspex.Request or Tspex.Response, and a new :reason in Tspex.Error, are
minor changes. Read the fields you need instead of matching a whole struct, and
keep a clause for a reason you do not know.
What it checks against
The requests and answers are checked against openssl ts (OpenSSL 1.1.1 and
3.x, and LibreSSL) both ways: tokens issued by an OpenSSL TSA verify here, and
what this library writes is read by OpenSSL. The Java jarsigner asks a test
TSA for the time-stamp of its signature, and this library reads the request
and the stamp; jarsigner -verify accepts a jar whose signature this library
time-stamped. The negative cases (changed tokens, wrong imprints and nonces, certificates that
are not for time-stamping, chains that do not lead to a root) are in the tests,
along with fuzzing of every reader.
It has also been tried by hand against the time-stamping services that
several certification authorities run in public: tokens signed with RSA
(2048 to 4096 bits) and ECDSA keys, with SHA-256, SHA-384 and SHA-512, and
carrying ESSCertID, ESSCertIDv2 or both, verified fresh and as stored
tokens. One of them signs with SHA-1, so it needs allow_sha1: true. That
check needs the network and is not part of the tests.
Security
Read SECURITY.md for the threat model and for how to report a
vulnerability.
License
Apache-2.0: see the LICENSE and NOTICE files.


  

    Security

Reporting a vulnerability
Please do not open a public issue. Use GitHub's
private vulnerability reporting
on this repository ("Security" tab, "Report a vulnerability"). You should get
an answer within a week. Fixes are released for the latest minor version.
Threat model
The library reads what a TSA sends, which crosses a network, and tokens that
come with documents from anyone. An attacker controls every byte of a
response or a token, and may sit between you and the TSA. The attacker wants:
	a forged, changed or replayed time-stamp accepted;
	a time-stamp of other data, or for another request, accepted;
	a certificate that is not a TSA's, or a chain that does not lead to your
roots, accepted;
	a weaker algorithm than the TSA used;
	to stop or slow down the process: CPU, memory, atoms, sockets.

Out of the model: an attacker who holds the private key of a TSA you trust,
or who chooses the roots you give to :trust; a TSA whose clock is wrong or
that lies; and flaws of the OpenSSL that :crypto uses for the hash and
signature operations.
Malformed input
	Every reader returns {:error, %Tspex.Error{}} for input it cannot read and
does not raise on it. The fuzz tests feed changed and random bytes to the
readers (decode_request/2, decode_response/2, decode_token/2,
verify/3), to the functions that read time-stamps from a CMS message and
to Tspex.TimeStampedData.decode/2 and verify/2.
	Parsing is bounded: :max_size (1 MiB), :max_depth (32) and :max_nodes
(100,000), and the limits of cmsex for the message that carries a token.
Every length is checked against the input before it is read, and nothing
is allocated from a declared length. A TimeStampedData has one more
limit, :max_stamps (64), for the length of its chain; each token in it is
read under the same limits.
	Nothing from the input becomes an atom. Unknown algorithms, policies and
extensions are reported by their OID, as a tuple.
	The result keeps the input binary alive: copy with :binary.copy/1 what
you keep from a large message.
	Errors and inspect/1 show sizes and reasons, never the data that was
time-stamped. A Tspex.Verified is inspected as its fields and the size of
the token.

What verify/3 establishes
	The token is a SignedData with exactly one signer, and its signature is
valid for the TSTInfo.
	The signer's certificate is the one the signing-certificate attribute names
(ESSCertID or ESSCertIDv2, hash included), and it is a certificate for
time-stamping: extKeyUsage critical, once, and with id-kp-timeStamping
alone (tsa_eku: :strict, the default), and a key usage, if any, that
allows signing.
	The chain leads to one of the :trust roots, and is validated at the
genTime and not today, so that a token outlives the certificate that
signed it. A trust anchor that has expired, or is not valid at the genTime,
is refused. :trust is required; trust: :none is explicit, and the result
says so.
	The imprint is that of the data, with the
algorithm the token declares when the token is checked later, and with the
request's when the answer is fresh. In fresh mode the nonce of the request
is the nonce of the token, and the policy is the one that was asked for.
	The tsa name of the token is one of the names of the certificate
(tsa_name: :strict).
	SHA-1 is refused (for the imprint and for the signature) unless
allow_sha1: true. MD5 is never accepted. RSA keys under :min_rsa_bits
(2048) are refused.
	A critical extension of the TSTInfo that the library does not know is
refused, unless critical_extensions: :ignore.

What verify/3 does not establish
	That the TSA is honest or its clock right. genTime is the word of the TSA;
:max_skew compares it with the local clock, plus the accuracy the TSA
states, and is off by default because a stored token is old. Use more than
one TSA, with verify_signature_time_stamps/3 and stamps: :all, when one
clock is not enough for you.
	That the certificate of the TSA was not revoked. The result says
revocation: :not_checked unless you give :revocation, which receives
the validated path and the genTime. RFC 3161, section 4: a revocation for
keyCompromise, or without a reason, invalidates every token of that key;
any other reason only the tokens made after the revocation. A path valid at
a date is not a certificate that was good at that date. The guide
"What a verified time-stamp means" has a tested recipe that builds this
function from CRLs you hold.
	That the stamp keeps proving anything for ever. Keys and hash algorithms
age; a time-stamp is evidence for as long as its algorithms hold. Archive
time-stamps (a stamp over a stamp) are outside this library.
	That the stamped document or signature is valid, or that the signer was
authorized to sign. verify_signature_at_time_stamp/2 checks a signature
and its certificate path at the time of the stamp, not a signature policy.
	For a TimeStampedData (experimental): that the choice of what the second
and later tokens cover is the one other implementations make. RFC 5544 does
not say, and this library reads it as the whole previous element. It does not
check the crl of an element (verify/2 returns it, and the guide shows how
to check it), and it refuses a chain whose time goes back only if you give
:max_time_back (ordered in the result says it either way). The evidence
of an archive time-stamp (ersEvidence) and other evidence are read and
written but not verified.
	Unsigned attributes are not protected by the signature. A time-stamp in
one is verified against the signature value it claims to cover, and a
stamp that is not about that signature is :imprint_mismatch; anyone can
still remove a stamp from a message.

The network
	The built-in client, Tspex.HTTP, is HTTP/1.1 over :gen_tcp or :ssl.
It limits the head, the number of headers, the size of the body (also a
chunked one, or one that ends when the connection closes) and the time of
the whole exchange, and reads no body at all from an answer that is not a	A Content-Length above the limit is refused before any of the body
is read.


	It follows no redirect unless :max_redirects is raised, and then only
307 and 308, never from https to http, and without the headers you gave
when the new host is another one.
	https verifies the peer with the system certificates
(:public_key.cacerts_get/0) and the host name of the URL, also when it is
an IP address, where the OTP alone would skip the check. The :ssl option
replaces the store (a private CA) or adds a client certificate; turning
verification off is yours to choose, and the token is still verified.
	http works, since many TSAs are served that way, and the hash of your
data goes in the clear. The answer is verified just the same, but anyone
on the path learns that you stamp that hash.
	A TimeStampedData can carry a dataUri. It is never fetched, by this
library or on any path: the document is given as :content, so a
structure cannot make the verifier open a connection.
	Nothing is retried and nothing is cached. Header names and values given in
:headers are checked, so that a value cannot write another header.
	Request nonces are 63 bits from :crypto.strong_rand_bytes/1. An answer
to another request, or an old one, has another nonce and is refused.
The imprint and the digests are compared with :crypto.hash_equals/2.

Secrets
The library holds no secret: a time-stamp request carries a hash. Do not
send the data itself, or the hash of something whose hash is itself secret,
to a TSA you do not trust with it.
Writing
	Hash algorithms for imprints: SHA-224, SHA-256, SHA-384 and SHA-512;
SHA-1 only with allow_sha1: true, and only in a request.
	add_signature_time_stamp/4 adds a token only if its imprint is the hash
of the signature value of that signer, so that a stamp of another signature
is not attached to this one. A token in DER is verified first, with your
roots.



  

    Changelog

All notable changes to this project are documented here. The format follows
Keep a Changelog, and the project uses
Semantic Versioning.
0.1.0 - 2026-11-09
The first release.
Added
	Tspex.request/2: builds a TimeStampReq (RFC 3161, 2.4.1) for a binary, a
stream or a ready digest, with SHA-224 to SHA-512 (SHA-1 only with
allow_sha1: true), a policy, a random nonce, certReq and extensions.
Tspex.decode_request/2 reads one back.
	Tspex.decode_response/2 and Tspex.decode_token/2: read a TimeStampResp
and a token (TSTInfo, with accuracy, ordering, tsa and extensions)
without judging them.
	Tspex.verify/3: verifies a response or a token against the request that
asked for it, or against stored data, and returns what it proves in a
Tspex.Verified. The certificate of the TSA is checked (signing
certificate attribute, critical extKeyUsage with timeStamping, key usage),
and its chain to the :trust roots is validated at the genTime, so a token
outlives the certificate that signed it. Nonce, policy, tsa name, critical
extensions, clock skew and a :revocation function are checked. Status and
failInfo of a refusal are reported as errors.
A token signed with SHA-1 (as the TSA of Apple and the LibreSSL of macOS do)
is :weak_algorithm with detail: :sha1; allow_sha1: true accepts it.
	Tspex.stamp/2: request, transport, response and verification in one call,
with Tspex.HTTP, an HTTP/1.1 client with limits on the head, the body and
the time, and a verified TLS connection; or your own :transport.
	Time-stamps in CMS messages made with cmsex: Tspex.signature_imprint/3,
Tspex.add_signature_time_stamp/4, Tspex.signature_time_stamps/3 and
Tspex.verify_signature_time_stamps/3 (signature time-stamps, CAdES-T);
Tspex.content_time_stamp_attribute/1 and
Tspex.verify_content_time_stamp/3 (content time-stamps);
Tspex.verify_signature_at_time_stamp/2, which verifies a signature and its
certificate path as of the time of its stamp.
	Tspex.path_validation_at/2, for validating a certificate path at a date.
	Tested against openssl ts (OpenSSL 1.1.1 and 3.x, LibreSSL) and the Java
jarsigner, both ways, with a negative corpus and fuzzing of every reader,
including inputs that are not text where text is expected.
	Tspex.TimeStampedData (RFC 5544, experimental): imprint/2, new/3,
extension_imprint/2, extend/3, encode/1, decode/2, time_stamps/2 and
verify/2. A document with a chain of time-stamps, each covering the element
before it, with the MetaData under the first token when it is hash
protected. The dataUri is never fetched; ersEvidence and other evidence
are read and written, not verified.
	TimeStampedData.verify/2 says in ordered whether the genTime of the
tokens ever goes back along the chain, and :max_time_back refuses it
(:time_order) when it goes back by more than the seconds you give.
	The error reasons :content_missing, :unexpected_content and
:time_order.
	A tested recipe in the guide for :revocation from CRLs you hold, with the
rules of RFC 3161, section 4 (key compromise voids every token; another
reason only the tokens made at or after the revocation).



  

    What a verified time-stamp means

Tspex.verify/3 answers one question: did a TSA that you trust sign a
statement that this data existed at this time? This guide says what is
checked to answer it, what is left to you, and what to do with each error.
Two ways to ask
Fresh. You just asked a TSA, and you hold the Tspex.Request:
Tspex.verify(response_der, request, trust: roots)
The nonce and the policy of the request are compared with the token, and the
imprint with the hash in the request. This is the only mode where a stale or
replayed answer is caught: the nonce is what ties the answer to this
request.
Stored. You kept a token and the data, and you check them later:
Tspex.verify(token_der, {:data, data}, trust: roots)
The data is hashed with the algorithm the token declares (if you allow it).
There is no nonce to compare; a nonce in the token is only information.
The chain is judged at the genTime
A TSA certificate lives a few years and a time-stamp has to outlast it, so
the chain is validated as of the time in the token, not today. A token
made in 2024 by a certificate that expired in 2026 is still good, if the
certificate was valid in 2024 and the chain (the root included) was too.
This is also what makes the date a claim: the TSA can sign any genTime, and
nothing in the token proves it was made then. What stops a TSA from lying
about the past is its reputation, its audits, its key being kept in a
module, and the revocation of the key if it is ever compromised. Which is
why two things below are yours.
What you decide
	The roots. :trust is required. It is your list of TSAs you accept.
trust: :none is allowed and explicit: the result then says trust: :none
and proves only that some key signed this imprint.
	Revocation. The library does not fetch a CRL or an OCSP answer.
Without :revocation, stamp.revocation is :not_checked. If the key of
the TSA was revoked for keyCompromise (or with no reason), every token
of that key is void; for another reason, only those made after the
revocation (RFC 3161, section 4). Give a function that gets the validated
path and the genTime, and returns :ok or {:error, reason}; it is
called after everything else passed.
	The policy. :policies lists the TSA policies you accept. Without it
any policy passes, and the policy of a request, if it had one, must still
be the one of the token.
	The clock. :max_skew compares the genTime with the local clock,
allowing for the accuracy the TSA states. It is off by default because the
time of a stored token is old. Use it for a fresh answer.
	How long it lasts. A token is evidence while its hash and signature
algorithms hold. For decades, stamp again (an archive time-stamp, outside
this library) before they weaken.

A revocation check from CRLs you hold
The library does not go to the network, but :revocation is where you plug
what you have. This module turns CRLs you already fetched (DER, the CRL of
each issuer in the path) into that function. It follows RFC 3161, section 4:
a certificate revoked for keyCompromise or without a reason voids every
token of its key, and one revoked for another reason voids only the tokens
made at or after the revocation date.
defmodule MyApp.TsaRevocation do
  @crl_reason {2, 5, 29, 21}
  @voids_every_token [:unspecified, :keyCompromise, :cACompromise]

  @doc "The `:revocation` function of `Tspex.verify/3`, from CRLs in DER."
  def check(crls, now \\ DateTime.utc_now()) do
    fn path, gen_time -> path_ok(path, gen_time, crls, now) end
  end

  # The path is root first. The root is a trust anchor and has no CRL here.
  defp path_ok(path, gen_time, crls, now) do
    path
    |> Enum.chunk_every(2, 1, :discard)
    |> Enum.find_value(:ok, fn [issuer, certificate] ->
      case certificate_ok(issuer, certificate, gen_time, crls, now) do
        :ok -> nil
        {:error, _} = error -> error
      end
    end)
  end

  defp certificate_ok(issuer, certificate, gen_time, crls, now) do
    {:OTPCertificate, tbs, _, _} = :public_key.pkix_decode_cert(certificate, :otp)
    serial = elem(tbs, 2)

    # a CRL counts only if the issuer signed it
    case Enum.find(crls, &:public_key.pkix_crl_verify(&1, issuer)) do
      nil -> {:error, :no_crl}
      crl -> in_crl(:public_key.der_decode(:CertificateList, crl), serial, gen_time, now)
    end
  end

  defp in_crl({:CertificateList, tbs, _, _}, serial, gen_time, now) do
    {:TBSCertList, _, _, _, this_update, next_update, revoked, _} = tbs

    cond do
      DateTime.compare(to_datetime(this_update), now) == :gt ->
        {:error, :crl_not_yet_valid}

      next_update != :asn1_NOVALUE and DateTime.compare(to_datetime(next_update), now) != :gt ->
        {:error, :crl_expired}

      true ->
        revoked_at(revoked, serial, gen_time)
    end
  end

  defp revoked_at(:asn1_NOVALUE, _serial, _gen_time), do: :ok

  defp revoked_at(revoked, serial, gen_time) do
    case List.keyfind(revoked, serial, 1) do
      nil ->
        :ok

      {_, _, date, extensions} ->
        if reason(extensions) in @voids_every_token or
             DateTime.compare(to_datetime(date), gen_time) != :gt,
           do: {:error, :revoked},
           else: :ok
    end
  end

  defp reason(:asn1_NOVALUE), do: :unspecified

  defp reason(extensions) do
    case List.keyfind(extensions, @crl_reason, 1) do
      {:Extension, _, _, value} -> :public_key.der_decode(:CRLReason, value)
      nil -> :unspecified
    end
  end

  defp to_datetime({:utcTime, [y1, y2 | rest]}) do
    year = List.to_integer([y1, y2])

    to_datetime(
      {:generalTime, Integer.to_charlist(if(year >= 50, do: 1900, else: 2000) + year) ++ rest}
    )
  end

  defp to_datetime({:generalTime, chars}) do
    <<y::binary-4, mo::binary-2, d::binary-2, h::binary-2, mi::binary-2, s::binary-2, "Z">> =
      List.to_string(chars)

    DateTime.new!(
      Date.new!(String.to_integer(y), String.to_integer(mo), String.to_integer(d)),
      Time.new!(String.to_integer(h), String.to_integer(mi), String.to_integer(s)),
      "Etc/UTC"
    )
  end
end
Use it with the CRLs you hold:
Tspex.verify(token, {:data, document},
  trust: roots,
  revocation: MyApp.TsaRevocation.check([intermediate_crl, root_crl])
)
What it does not do: it does not fetch anything, it reads no delta CRL, no
indirect CRL and no CRL split by distribution point, and it asks for a CRL
that is current now (now), not at the genTime, because what you want to
know is whether the key has been revoked since. A path with no CRL for one of
its issuers is {:error, :no_crl} and the token is refused, so give a CRL for
every issuer in the path. For OCSP, or for CRLs by distribution point, the
OTP has :public_key.pkix_crls_validate/3 and :public_key.pkix_ocsp_validate/5,
and the function you give can call them.
The CRLs inside a TimeStampedData
In a chain of Tspex.TimeStampedData, the element before each new token may
carry a CRL that vouches for the TSA of that element, made when the next token
was added. Tspex.TimeStampedData.verify/2 returns them in crls and does not
judge them. The recipe does, as of the time the next token was issued, which
is what now is for:
{:ok, result} = Tspex.TimeStampedData.verify(der, trust: roots)
issued = result.stamps |> tl() |> Enum.map(& &1.info.gen_time)

for {stamp, crl, issued_at} <- Enum.zip([result.stamps, result.crls, issued]), crl do
  MyApp.TsaRevocation.check([crl], issued_at).(stamp.signer.path, stamp.info.gen_time)
end
Each result is :ok or {:error, reason}. The CRL has to cover every issuer of
the path of that token, so with an intermediate CA the element needs more than
one, and the recipe says :no_crl for the one it does not find.
Checks, in order
Size and form; status and failInfo; the token; the SignedData and the
type of its content; one signer; the version of the TSTInfo; the signature;
the signing-certificate attribute; the rules for the certificate of a TSA; the
chain at the genTime; the imprint; the nonce; the policy; the tsa name;
critical extensions; the clock; :revocation. The error you get is the first
one that fails.
The certificate rules come before the chain so that a certificate that is not
for time-stamping is reported as that, and not as an obscure error of the
OTP's path validation.
Errors
	reason	What happened	What to do
	:malformed, :limit_exceeded	Not a response or token, or beyond a limit	Do not retry the same bytes
	:rejection	The TSA refused; detail.fail_info says why (:bad_alg, :bad_request, ...)	Fix the request, or the TSA you ask
	:waiting, :revocation_warning, :revocation_notification	A status that is not a time-stamp	Treat as a failure
	:token_invalid	The signature or the algorithm of the token is refused	Not a valid token
	:bad_tsa_certificate	The certificate is not one a TSA may use (detail says which rule)	The TSA or its certificate is wrong
	:untrusted	The chain does not lead to your roots at the genTime	Wrong root, or an expired chain at that time
	:imprint_mismatch	The data is not what was stamped	The data was changed, or it is another file
	:nonce_mismatch, :nonce_missing	The answer is not for this request	Do not use it
	:policy_mismatch, :tsa_name_mismatch	Not the policy you want, or the tsa name is not the certificate's	
	:weak_algorithm	MD5, or SHA-1 without allow_sha1: true	Some TSAs still sign with SHA-1; opt in knowingly
	:gen_time_skew	The time differs from your clock by more than :max_skew	
	:transport	The network failed (stamp/2); detail says how	Retry is up to you; nothing is retried here

The full list is in Tspex.Error.
Where the time-stamp goes
For a signature in a CMS message, see Tspex.add_signature_time_stamp/4 (the
stamp over the signature value, an unsigned attribute) and
Tspex.verify_signature_at_time_stamp/2 (the signature and its certificate,
judged as of the stamp). For the content, see Tspex.content_time_stamp_attribute/1.
For a document kept with a chain of time-stamps in one file, see
Tspex.TimeStampedData: verify/2 verifies every token as Tspex.verify/3
does, each against the certificate of its own TSA at its own genTime, and the
first against the document, the others against the element before them. The
time it returns is that of the first token, and a chain says that each token
existed when the next was issued. It is experimental: RFC 5544 leaves open what
the later tokens cover.
verify_signature_at_time_stamp/2 does not check a signature policy; whether
this signer was allowed to sign this is for the application.
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Time-Stamp Protocol (RFC 3161, RFC 5816) in pure Elixir: build requests,
ask a time-stamping authority (TSA), read the answers, and verify a
time-stamp at the date it was issued. It also puts time-stamps in
signatures made with Cmsex.
Ask and verify
{:ok, stamp} =
  Tspex.stamp(File.read!("contract.pdf"),
    url: "https://tsa.example.com/tsp",
    trust: [File.read!("tsa-root.crt")]
  )

stamp.info.gen_time
File.write!("contract.pdf.tst", stamp.token)
Later, with the document and the token:
{:ok, stamp} =
  Tspex.verify(File.read!("contract.pdf.tst"), {:data, File.read!("contract.pdf")},
    trust: [File.read!("tsa-root.crt")]
  )
The functions, by what they do:
	request/2, decode_request/2, decode_response/2 and
decode_token/2 build and read the messages, without judging them.
	verify/3 judges a response or a token; stamp/2 asks and verifies in
one call. Read what verify/3 promises, and what it does not, before
relying on a result.
	signature_imprint/3, add_signature_time_stamp/4,
signature_time_stamps/3, verify_signature_time_stamps/3 and
verify_signature_at_time_stamp/2 time-stamp a signature of a CMS message.
content_time_stamp_attribute/1 and verify_content_time_stamp/3 do
the same for the content.
	path_validation_at/2 gives the options to validate a certificate path
at a date.
	Tspex.TimeStampedData (experimental) keeps a document with a chain of
time-stamps, RFC 5544.

A function that can fail returns {:ok, value} or {:error, %Tspex.Error{}}.
request!/2, decode_request!/2, decode_response!/2, decode_token!/2,
verify!/3 and stamp!/2 raise the error instead. A bad argument raises
ArgumentError, without showing your data.

      


      
        Summary


  
    Types
  


    
      
        data()

      


        What a time-stamp is about: the data as a binary, {:stream, enumerable}
(read once) or {:digest, hash, digest} (already computed).



    


    
      
        extension()

      


        An extension: the OID, whether it is critical and the DER of its value.



    


    
      
        general_name()

      


        The name of a TSA in the tsa field of a token, as a GeneralName.



    


    
      
        hash()

      


        A hash algorithm for a message imprint.



    





  
    Functions
  


    
      
        add_signature_time_stamp(cms, position, stamp, opts \\ [])

      


        Adds a time-stamp to the signer at position as an unsigned attribute
(id-aa-timeStampToken), and returns the new message. The signature does
not change, since the attribute is not signed, and the signer may have
several stamps, from different TSAs.



    


    
      
        content_time_stamp_attribute(verified)

      


        The attribute for a content time-stamp (id-aa-ets-contentTimestamp,
RFC 5126, 5.11.4), from a Tspex.Verified whose imprint is the hash of the
content that is to be signed. It is a signed attribute, so the token has
to exist before the signature



    


    
      
        decode_request(der, opts \\ [])

      


        Reads a TimeStampReq, for a test server or for inspection. Takes the
limits :max_size, :max_depth and :max_nodes.



    


    
      
        decode_request!(der, opts \\ [])

      


        Like decode_request/2, but raises Tspex.Error.



    


    
      
        decode_response(der, opts \\ [])

      


        Reads a TimeStampResp (RFC 3161, 2.4.2) without judging it: a rejection
is a valid response, with status: :rejection, the reasons in
fail_info and no token. verify/3 is what turns a response that is not
granted into an error. Takes the limits :max_size, :max_depth and
:max_nodes.



    


    
      
        decode_response!(der, opts \\ [])

      


        Like decode_response/2, but raises Tspex.Error.



    


    
      
        decode_token(token, opts \\ [])

      


        Reads a time-stamp token (the ContentInfo of RFC 3161, 2.4.2) down to
its TSTInfo, without verifying anything: not the signature, not the
certificate of the TSA, not the match with a request. Use it to look at a
token; use verify/3 before relying on what it says.



    


    
      
        decode_token!(token, opts \\ [])

      


        Like decode_token/2, but raises Tspex.Error.



    


    
      
        path_validation_at(time, opts \\ [])

      


        The options for the :path_validation of Cmsex.verify/2 (and of the
:path_validation option of verify/3) that make the OTP validate a
certificate path at time instead of now.



    


    
      
        request(data, opts \\ [])

      


        Builds a time-stamp request (TimeStampReq, RFC 3161, 2.4.1) for data.



    


    
      
        request!(data, opts \\ [])

      


        Like request/2, but returns the request itself.



    


    
      
        signature_imprint(cms, position, opts \\ [])

      


        The imprint to time-stamp a signature: the hash of the signature value of
the signer at position (RFC 3161, appendix A), as {:digest, hash, digest}, which request/2 and verify/3 take.



    


    
      
        signature_time_stamps(cms, position, opts \\ [])

      


        The time-stamps of the signer at position, read and not verified: the
TSTInfo of each token of each id-aa-timeStampToken attribute, in the
order of the message. A signer with none gives an empty list. Takes the
limits of signature_imprint/3.



    


    
      
        stamp(data, opts)

      


        Asks a TSA for a time-stamp of data and verifies the answer: request/2,
the transport, decode_response/2 and verify/3 in one call.



    


    
      
        stamp!(data, opts)

      


        Like stamp/2, but raises Tspex.Error.



    


    
      
        verify(input, expected, opts)

      


        Verifies a time-stamp response or token and returns what it proves.



    


    
      
        verify!(input, expected, opts)

      


        Like verify/3, but raises Tspex.Error.



    


    
      
        verify_content_time_stamp(verified, index, opts)

      


        Verifies the content time-stamp of the signer with index index of a
message that Cmsex.verify/2 has verified. The imprint has to be the hash
of the content that the signature covers; for a detached message give
content: (data, as in request/2), for one that carries its content
the content is taken from verified.



    


    
      
        verify_signature_at_time_stamp(cms, opts)

      


        Verifies a signature as it was at the time of its time-stamp, which is
how a signature outlives the certificate of its signer: for each signer,
the signature time-stamps are verified, the earliest genTime among them
is taken, and the signature and the certificate path of the signer are
verified at that time.



    


    
      
        verify_signature_time_stamps(cms, position, opts)

      


        Verifies the time-stamps of the signer at position against its
signature value, with the options of verify/3 (:trust is required and
names the roots of the TSAs) and



    





      


      
        Types


        


  
    
      
    
    
      data()



        
          
        

    

  


  

      

          @type data() :: binary() | {:stream, Enumerable.t()} | {:digest, hash(), binary()}


      


What a time-stamp is about: the data as a binary, {:stream, enumerable}
(read once) or {:digest, hash, digest} (already computed).

  



  
    
      
    
    
      extension()



        
          
        

    

  


  

      

          @type extension() :: %{oid: tuple(), critical: boolean(), value: binary()}


      


An extension: the OID, whether it is critical and the DER of its value.

  



  
    
      
    
    
      general_name()



        
          
        

    

  


  

      

          @type general_name() ::
  {:directory_name, binary()}
  | {:dns_name, String.t()}
  | {:uri, String.t()}
  | {:rfc822_name, String.t()}
  | {:ip_address, binary()}
  | {:other, binary()}


      


The name of a TSA in the tsa field of a token, as a GeneralName.

  



  
    
      
    
    
      hash()



        
          
        

    

  


  

      

          @type hash() :: :sha1 | :sha224 | :sha256 | :sha384 | :sha512


      


A hash algorithm for a message imprint.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      add_signature_time_stamp(cms, position, stamp, opts \\ [])



        
          
        

    

  


  

      

          @spec add_signature_time_stamp(
  binary(),
  Cmsex.position(),
  Tspex.Verified.t() | binary(),
  keyword()
) ::
  {:ok, binary()} | {:error, Tspex.Error.t()}


      


Adds a time-stamp to the signer at position as an unsigned attribute
(id-aa-timeStampToken), and returns the new message. The signature does
not change, since the attribute is not signed, and the signer may have
several stamps, from different TSAs.
stamp is a Tspex.Verified.t/0 or a token in DER. The imprint has to
be the hash of that signer's signature (:imprint_mismatch otherwise:
a stamp of another signature must not pass). A token in DER is verified
first with opts, which are those of verify/3 and need :trust; a
Tspex.Verified is taken to have been verified already.

  



  
    
      
    
    
      content_time_stamp_attribute(verified)



        
          
        

    

  


  

      

          @spec content_time_stamp_attribute(Tspex.Verified.t()) :: Cmsex.Attribute.t()


      


The attribute for a content time-stamp (id-aa-ets-contentTimestamp,
RFC 5126, 5.11.4), from a Tspex.Verified whose imprint is the hash of the
content that is to be signed. It is a signed attribute, so the token has
to exist before the signature:
{:ok, verified} = Tspex.verify(response, request, trust: tsa_roots)
attribute = Tspex.content_time_stamp_attribute(verified)
signer = %{certificate: cert, key: key, signed_attributes: [attribute]}
{:ok, cms} = Cmsex.sign(content, signer)

  



    

  
    
      
    
    
      decode_request(der, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_request(binary(), keyword()) ::
  {:ok, Tspex.Request.t()} | {:error, Tspex.Error.t()}


      


Reads a TimeStampReq, for a test server or for inspection. Takes the
limits :max_size, :max_depth and :max_nodes.
A request with a hash this library does not know is read, with the OID as
the :hash.
iex> request = Tspex.request!("hello", nonce: 42)
iex> {:ok, read} = Tspex.decode_request(request.der)
iex> read == request
true

  



    

  
    
      
    
    
      decode_request!(der, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_request!(binary(), keyword()) :: Tspex.Request.t()


      


Like decode_request/2, but raises Tspex.Error.

  



    

  
    
      
    
    
      decode_response(der, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_response(binary(), keyword()) ::
  {:ok, Tspex.Response.t()} | {:error, Tspex.Error.t()}


      


Reads a TimeStampResp (RFC 3161, 2.4.2) without judging it: a rejection
is a valid response, with status: :rejection, the reasons in
fail_info and no token. verify/3 is what turns a response that is not
granted into an error. Takes the limits :max_size, :max_depth and
:max_nodes.
{:ok, response} = Tspex.decode_response(body)
response.status       #=> :rejection
response.fail_info    #=> [:bad_alg]
response.status_text  #=> ["Message digest algorithm is not supported."]
A PKIStatus outside 0 to 5 is :unknown_status. A failInfo bit that
RFC 3161 does not define is read as {:unknown_bit, n}.
A rejection that says only that the algorithm is not supported is eleven bytes:
iex> der = <<0x30, 0x09, 0x30, 0x07, 0x02, 0x01, 0x02, 0x03, 0x02, 0x07, 0x80>>
iex> {:ok, response} = Tspex.decode_response(der)
iex> {response.status, response.fail_info, response.token}
{:rejection, [:bad_alg], nil}

  



    

  
    
      
    
    
      decode_response!(der, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_response!(binary(), keyword()) :: Tspex.Response.t()


      


Like decode_response/2, but raises Tspex.Error.

  



    

  
    
      
    
    
      decode_token(token, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_token(binary(), keyword()) ::
  {:ok, Tspex.TSTInfo.t()} | {:error, Tspex.Error.t()}


      


Reads a time-stamp token (the ContentInfo of RFC 3161, 2.4.2) down to
its TSTInfo, without verifying anything: not the signature, not the
certificate of the TSA, not the match with a request. Use it to look at a
token; use verify/3 before relying on what it says.
Takes the limits :max_size (1 MiB), :max_depth, :max_nodes,
:max_signers, :max_certificates and :max_attributes.
:not_a_time_stamp_token when the ContentInfo is not a SignedData or
the signed content is not a TSTInfo.

  



    

  
    
      
    
    
      decode_token!(token, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_token!(binary(), keyword()) :: Tspex.TSTInfo.t()


      


Like decode_token/2, but raises Tspex.Error.

  



    

  
    
      
    
    
      path_validation_at(time, opts \\ [])



        
          
        

    

  


  

      

          @spec path_validation_at(DateTime.t(), keyword()) :: keyword()


      


The options for the :path_validation of Cmsex.verify/2 (and of the
:path_validation option of verify/3) that make the OTP validate a
certificate path at time instead of now.
:public_key.pkix_path_validation/3 has no date option and judges a
certificate by the clock of today, so a token made in 2024 stops
validating when the certificate of the TSA expires, and a critical
extKeyUsage of a TSA never validates. The :verify_fun that comes with
the options decides the validity of every certificate of the path, the
root included, by time, and lets an extKeyUsage through if it holds
id-kp-timeStamping or anyExtendedKeyUsage; the OTP does the rest of
RFC 5280, 6.1. Your own :verify_fun is refused (ArgumentError): check
revocation with the :revocation option of verify/3.
Notes that matter:
	Validating at a date is not checking revocation at that date.
	The root is held to the same rule as the others: one that had expired
at time is refused, one that expires later is accepted. RFC 5280,
6.1 does not look at the validity of a trust anchor, so this is
stricter.
	A CA whose extKeyUsage lacks timeStamping and
anyExtendedKeyUsage is refused (:eku_excludes_time_stamping).
	A CA with an extKeyUsage and no keyUsage makes the OTP raise on
some versions; Cmsex.verify/2 reports it as :untrusted.

The result is a keyword list for :public_key.pkix_path_validation/3:
iex> options = Tspex.path_validation_at(~U[2024-01-01 00:00:00Z])
iex> Keyword.keys(options)
[:verify_fun]

  



    

  
    
      
    
    
      request(data, opts \\ [])



        
          
        

    

  


  

      

          @spec request(data(), keyword()) :: {:ok, Tspex.Request.t()}


      


Builds a time-stamp request (TimeStampReq, RFC 3161, 2.4.1) for data.
data is a binary, {:stream, enumerable} (read once) or
{:digest, hash, digest} (already computed).
{:ok, request} = Tspex.request(File.read!("contract.pdf"))
request.der    # the body of the POST to the TSA
request.nonce  # keep the struct: verify/3 needs it
Options:
	:hash - :sha256 (the default), :sha224, :sha384, :sha512;
:sha1 only with allow_sha1: true. With {:digest, hash, _} the
algorithm is given, and a different :hash raises ArgumentError.
	:policy - the OID of the policy asked for, as a tuple or as text
("1.2.3.4.5.6"); none by default.
	:nonce - true (the default) makes a random 63-bit nonce, false
leaves it out, a positive integer uses that value.
	:cert_req - ask for the certificate of the TSA in the token (true).
	:extensions - [%{oid: tuple, critical: boolean, value: der}].
	:allow_sha1 - false.

The hash algorithm is written with NULL parameters, as the openssl ts
tool and the Java jarsigner do. A bad argument raises ArgumentError
without showing the data.
Building a request cannot fail in any other way, so this always returns
{:ok, request}; it has the same shape as the other functions so that code
can treat them alike. request!/2 is the same without the tuple.

  



    

  
    
      
    
    
      request!(data, opts \\ [])



        
          
        

    

  


  

      

          @spec request!(data(), keyword()) :: Tspex.Request.t()


      


Like request/2, but returns the request itself.
iex> request = Tspex.request!("hello", nonce: 42)
iex> {request.hash, request.nonce, request.cert_req}
{:sha256, 42, true}
iex> Base.encode16(request.digest, case: :lower)
"2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1fa7425e73043362938b9824"

  



    

  
    
      
    
    
      signature_imprint(cms, position, opts \\ [])



        
          
        

    

  


  

      

          @spec signature_imprint(binary(), Cmsex.position(), keyword()) ::
  {:ok, {:digest, hash(), binary()}} | {:error, Tspex.Error.t()}


      


The imprint to time-stamp a signature: the hash of the signature value of
the signer at position (RFC 3161, appendix A), as {:digest, hash, digest}, which request/2 and verify/3 take.
position is the one of Cmsex: an integer for a signer, a list such as
[0, 0] for the first countersignature of the first signer.
{:ok, cms} = Cmsex.sign(content, signer)
{:ok, imprint} = Tspex.signature_imprint(cms, 0)
request = Tspex.request!(imprint)
Options: :hash, :sha256 (the default), :sha224, :sha384 or
:sha512; and the limits :max_size, :max_depth, :max_nodes,
:max_signers, :max_certificates and :max_attributes.

  



    

  
    
      
    
    
      signature_time_stamps(cms, position, opts \\ [])



        
          
        

    

  


  

      

          @spec signature_time_stamps(binary(), Cmsex.position(), keyword()) ::
  {:ok, [Tspex.TSTInfo.t()]} | {:error, Tspex.Error.t()}


      


The time-stamps of the signer at position, read and not verified: the
TSTInfo of each token of each id-aa-timeStampToken attribute, in the
order of the message. A signer with none gives an empty list. Takes the
limits of signature_imprint/3.

  



  
    
      
    
    
      stamp(data, opts)



        
          
        

    

  


  

      

          @spec stamp(data(), keyword()) ::
  {:ok, Tspex.Verified.t()} | {:error, Tspex.Error.t()}


      


Asks a TSA for a time-stamp of data and verifies the answer: request/2,
the transport, decode_response/2 and verify/3 in one call.
{:ok, verified} =
  Tspex.stamp(File.read!("contract.pdf"),
    url: "https://tsa.example.com/tsp",
    trust: [root_der],
    policy: "1.2.3.4.5.6"
  )

File.write!("contract.pdf.tst", verified.token)
Takes the options of request/2 and of verify/3 (:trust is
required) and these:
	:url - the address of the TSA; required unless there is a
:transport.
	:transport - a function fun.(url, request_der, options) that
sends the request and returns {:ok, response_der} or {:error, reason}. The default is Tspex.HTTP.post/3. Use your own for a
proxy, an HTTP client you already have (Req, Finch, Mint) or a test.
options is a keyword list with :headers, :timeout,
:max_redirects, :max_response_bytes and :ssl; a reason that is
not a Tspex.Error becomes the detail of a :transport error.
	:headers, :timeout (30 s for the exchange), :max_redirects (0),
:max_response_bytes (1 MiB) and :ssl - see Tspex.HTTP.
	:input - :response here, because that is what a TSA answers.

The error of a TSA that refused is a :rejection (or :waiting and the
like) with the failInfo in the detail; one of the network is a
:transport error. Nothing is retried.
http URLs work, with the hash of your data in the clear on the way: see
Tspex.HTTP.

  



  
    
      
    
    
      stamp!(data, opts)



        
          
        

    

  


  

      

          @spec stamp!(data(), keyword()) :: Tspex.Verified.t()


      


Like stamp/2, but raises Tspex.Error.

  



  
    
      
    
    
      verify(input, expected, opts)



        
          
        

    

  


  

      

          @spec verify(binary(), Tspex.Request.t() | tuple(), keyword()) ::
  {:ok, Tspex.Verified.t()} | {:error, Tspex.Error.t()}


      


Verifies a time-stamp response or token and returns what it proves.
input is the whole TimeStampResp (what the TSA sent) or the token
alone (the ContentInfo, as kept in a file or an attribute). The second
argument says what was time-stamped:
	a Tspex.Request (fresh): the response to that request. The
nonce and the policy of the request are checked, and so is its
imprint.
	{:data, binary}, {:stream, enumerable} or {:digest, hash, digest} (stored): a token kept for later. The data is hashed with
the algorithm the token itself declares, if it is allowed. There is no
nonce to compare, and a nonce in the token is only information.

What {:ok, verified} promises
The token is a SignedData with one signer who signed the TSTInfo; the
certificate that signed is the one the signing-certificate attribute
names and is a certificate of a time-stamping authority (a critical
extKeyUsage with id-kp-timeStamping); its chain leads to one of the
:trust roots, judged at the genTime and not today, so a token stays
valid after the certificate of the TSA expires; the imprint is that of the
data, and in fresh mode the nonce is that of the request.
What it does not promise
	That the TSA is honest or its clock right: :trust is your decision
and genTime is the word of the TSA.
	That the certificate of the TSA was not revoked: without
:revocation the result says revocation: :not_checked.
	That the stamp will keep proving anything for ever: keys and
algorithms age.
	That the stamped signature or document is valid.

Options
	:trust - required: a list of root certificates in DER, or
:none, which gives up checking the chain: the result then says
trust: :none and signer.path is nil, and the token proves only
that some key signed this imprint.
	:certificates - certificates in DER to find the TSA and the
intermediates in, tried before those of the token (needed when the
request had cert_req: false).
	:input - :auto (the default), :response or :token.
	:policies - the TSA policies you accept (OIDs as tuples or text);
none accepts any. A policy in the request must always be the one of
the token.
	:tsa_name - :strict (the default) checks the tsa field against
the names of the certificate; :ignore does not.
	:tsa_eku - :strict (the default): the extKeyUsage is critical,
written once, and holds only timeStamping; :extra_purposes allows
other purposes next to it.
	:critical_extensions - :reject (the default) or :ignore an
unknown critical extension of the TSTInfo.
	:granted_with_mods - :accept (the default) or :reject status 1.
	:max_skew - seconds of difference allowed between the genTime and
the local clock, plus the accuracy; nil (the default) does not look
at the clock. :now replaces the clock, for tests.
	:revocation - fun.(path, gen_time) returning :ok or {:error, reason}, called with the validated path (root first, TSA last, in
DER) after everything else passed. An error is :untrusted with
{:revocation, reason}. RFC 3161, section 4: a revocation for
keyCompromise or without a reason invalidates every token of the
key; any other reason only those made after the revocation. The guide
"What a verified time-stamp means" has a recipe that builds this
function from CRLs.
	:allow_sha1 (false), :min_rsa_bits (2048) - as in Cmsex; MD5
is never accepted.
	:path_validation - options for :public_key.pkix_path_validation/3,
except :verify_fun.
	:max_size (1 MiB), :max_depth, :max_nodes and the limits of
Cmsex.decode/2.

The order of the checks
Size and form; status and failInfo; the token; SignedData and the type
of its content; one signer; the version of the TSTInfo; the signature
(:token_invalid); the signing-certificate attribute; the rules for the
certificate of a TSA (:bad_tsa_certificate); the chain to the roots at
the genTime (:untrusted); the imprint; the nonce; the policy; the tsa
name; critical extensions; the clock; :revocation. The error is the
first one that fails, and the rules for the certificate come before the
chain so that a certificate that is not for time-stamping is reported as
such and not as an error of the OTP.
Errors are {:error, %Tspex.Error{}}; a bad argument raises
ArgumentError without showing the data. Bytes that are not a token are an
error value, not an exception:
iex> {:error, error} = Tspex.verify("not a token", {:data, "x"}, trust: :none)
iex> error.reason
:malformed

  



  
    
      
    
    
      verify!(input, expected, opts)



        
          
        

    

  


  

      

          @spec verify!(binary(), Tspex.Request.t() | tuple(), keyword()) :: Tspex.Verified.t()


      


Like verify/3, but raises Tspex.Error.

  



  
    
      
    
    
      verify_content_time_stamp(verified, index, opts)



        
          
        

    

  


  

      

          @spec verify_content_time_stamp(Cmsex.Verified.t(), non_neg_integer(), keyword()) ::
  {:ok, [Tspex.Verified.t()]} | {:error, Tspex.Error.t()}


      


Verifies the content time-stamp of the signer with index index of a
message that Cmsex.verify/2 has verified. The imprint has to be the hash
of the content that the signature covers; for a detached message give
content: (data, as in request/2), for one that carries its content
the content is taken from verified.
Takes the options of verify/3 (:trust is required) and :stamps, as
verify_signature_time_stamps/3. A signer with no such attribute is
:no_time_stamp.

  



  
    
      
    
    
      verify_signature_at_time_stamp(cms, opts)



        
          
        

    

  


  

      

          @spec verify_signature_at_time_stamp(binary(), keyword()) ::
  {:ok, [map()]} | {:error, Tspex.Error.t()}


      


Verifies a signature as it was at the time of its time-stamp, which is
how a signature outlives the certificate of its signer: for each signer,
the signature time-stamps are verified, the earliest genTime among them
is taken, and the signature and the certificate path of the signer are
verified at that time.
Returns {:ok, [%{signer: signer, stamps: [verified], time: time}]}, one
entry per signer, where signer is as in Cmsex.Verified and time the
earliest genTime. A signer without a verified time-stamp is
:no_time_stamp: this never falls back to today's date (use
Cmsex.verify/2 for that).
Options:
	:trust (required) - the roots of the signer's certificates.
	:tsa_trust - the roots of the TSAs (the value of :trust).
	:stamps - :all or :any, as in verify_signature_time_stamps/3.
	:revocation - fn path, time -> :ok | {:error, reason} end, called
with the path of the signer and the time of the stamp.

	:content, :certificates, :allow_sha1, :min_rsa_bits,
:path_validation - for the signature, as in Cmsex.verify/2.
	:policies, :tsa_name, :tsa_eku, :critical_extensions - for the
stamps, as in verify/3.
	the limits :max_size, :max_depth, :max_nodes, :max_signers,
:max_certificates and :max_attributes.

What this proves is that the signature is older than the time-stamp, and
that the certificate was valid then. It does not say that the signer was
authorized to sign: the signature policy of a profile such as CAdES is not
checked here. Validating at a date is not checking revocation at that date
(see path_validation_at/2).
To check only the time-stamps of one signer, and not the signature or its
certificate, use verify_signature_time_stamps/3.

  



  
    
      
    
    
      verify_signature_time_stamps(cms, position, opts)



        
          
        

    

  


  

      

          @spec verify_signature_time_stamps(binary(), Cmsex.position(), keyword()) ::
  {:ok, [Tspex.Verified.t()]} | {:error, Tspex.Error.t()}


      


Verifies the time-stamps of the signer at position against its
signature value, with the options of verify/3 (:trust is required and
names the roots of the TSAs) and:
	:stamps - :all (the default) fails with the first stamp that does
not verify; :any returns those that did, and fails with the first
error only when none did.

No time-stamp is :no_time_stamp.
This says when the signature existed. It does not check the signature
itself or the certificate of the signer: see verify_signature_at_time_stamp/2.

  


        

      


  

    
Tspex.HTTP 
    



      
The HTTP transport of Tspex.stamp/2: one POST of a time-stamp request
to a TSA (RFC 3161, section 3.4), written on :gen_tcp and :ssl.
It is small on purpose, because it only has to do one thing and put
limits on it that :httpc does not offer. For anything else (a proxy, a
client certificate with an agent, HTTP/2, your own retries) pass your own
:transport function to Tspex.stamp/2, a function of the URL, the
request in DER and the options that returns {:ok, response_der} or
{:error, reason}, and use Req, Finch or Mint inside it.
What it does:
	POST with Content-Type: application/timestamp-query, Accept: application/timestamp-reply, User-Agent: tspex/<version> and
Connection: close; one connection for each request.
	https verifies the server: verify_peer, the system CA
certificates (:public_key.cacerts_get/0) and the name of the URL
against the certificate. http is accepted, because the token
authenticates itself and many TSAs speak only http; the cost is
that the hash of your data travels in the clear (a matter of privacy,
not of integrity).
	Only the status 200 is a success. Any other status ends the
request at once, without reading its body, and is {:http_status, n}.
	The body is limited by :max_response_bytes. A Content-Length
above it is refused before a byte of the body is read, and a chunked
or close-delimited body is cut at the limit, so a server cannot make
you allocate what it wants.
	No redirect unless you raise :max_redirects, and then only 307
and 308 (which keep the method and the body), never from https to
http, and the :headers you gave are not sent to another host.
	The type of the body is not required: some TSAs answer with
text/plain. What decides is that the bytes are a valid DER
response, which Tspex.verify/3 checks.
	The time of :timeout is for the whole exchange.

Options:
	:headers - extra headers as {name, value} strings, for
authentication. They replace Content-Type, Accept and
User-Agent of the same name; Host, Content-Length, Connection
and Transfer-Encoding are refused. A name with anything that is not
a token, or a value with a line break, raises ArgumentError.
	:timeout - milliseconds for the whole exchange, 30 000.
	:max_redirects - 0.
	:max_response_bytes - 1 MiB.
	:ssl - options for :ssl.connect/4 that replace the defaults: a
cacerts: or cacertfile: for a private CA, or certfile: and
keyfile: for a client certificate. verify: :verify_none is yours
to choose, and the token is still verified, but then anyone on the
path can read your request.

The reasons of {:error, reason}, which Tspex.stamp/2 turns into the
detail of a :transport error: {:http_status, n}, :timeout,
:too_large, {:connect, reason} (no address, connection refused),
{:tls, reason} (the handshake, the certificate or the name) and
{:other, reason} (a response that is not HTTP, a connection closed
before the end of the body).
Needs the :ssl application only for https URLs.

      


      
        Summary


  
    Types
  


    
      
        reason()

      


        Why the request failed.



    





  
    Functions
  


    
      
        post(url, body, opts \\ [])

      


        Sends body to url and returns the body of the answer.
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      reason()



        
          
        

    

  


  

      

          @type reason() ::
  {:http_status, pos_integer()}
  | :timeout
  | :too_large
  | {:connect, term()}
  | {:tls, term()}
  | {:other, term()}


      


Why the request failed.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      post(url, body, opts \\ [])



        
          
        

    

  


  

      

          @spec post(String.t(), binary(), keyword()) :: {:ok, binary()} | {:error, reason()}


      


Sends body to url and returns the body of the answer.
{:ok, response_der} = Tspex.HTTP.post("http://tsa.example.com/tsp", request.der)
See the module documentation for the options. A url that is not http
or https with a host, or a bad option, raises ArgumentError.

  


        

      


  

    
Tspex.Request 
    



      
A time-stamp request, the TimeStampReq of RFC 3161 (2.4.1).
Tspex.request/2 builds one and Tspex.decode_request/2 reads one (for a
test server or for inspection). Keep the struct of a request you send:
Tspex.verify/3 needs it to check the nonce and the imprint of the
response.
Fields:
	:der - the request in DER, the body of the POST.
	:version - always 1.
	:hash - the hash of the message imprint, such as :sha256; the OID
as a tuple when a request that was read uses an algorithm this library
does not know.
	:digest - the digest, the hashedMessage.
	:policy - the requested TSA policy as an OID tuple, or nil.
	:nonce - the nonce, or nil.
	:cert_req - whether the certificate of the TSA is asked for.
	:extensions - [%{oid: tuple, critical: boolean, value: binary}],
with the value as the DER bytes of the extension.


      


      
        Summary


  
    Types
  


    
      
        t()

      


        A TimeStampReq: the fields, and der, the request as it goes to the TSA.
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          @type t() :: %Tspex.Request{
  cert_req: boolean(),
  der: binary(),
  digest: binary(),
  extensions: [Tspex.extension()],
  hash: Tspex.hash() | :md5 | tuple(),
  nonce: pos_integer() | nil,
  policy: tuple() | nil,
  version: 1
}


      


A TimeStampReq: the fields, and der, the request as it goes to the TSA.

  


        

      


  

    
Tspex.Response 
    



      
A time-stamp response, the TimeStampResp of RFC 3161 (2.4.2), as
Tspex.decode_response/2 reads it. Reading only parses: a rejection is a
valid response, with token: nil, and it is Tspex.verify/3 that turns
it into an error.
Fields:
	:status - :granted, :granted_with_mods, :rejection,
:waiting, :revocation_warning or :revocation_notification.
	:status_text - the statusString, a list of strings; [] when
absent.
	:fail_info - the bits of failInfo, as :bad_alg, :bad_request,
:bad_data_format, :time_not_available, :unaccepted_policy,
:unaccepted_extension, :add_info_not_available or
:system_failure; a bit RFC 3161 does not define is
{:unknown_bit, n}. [] when absent.
	:token - the TimeStampToken (a ContentInfo) as received, in
the bytes of the response; nil when there is none.
	:deviations - what was tolerated against the RFC.


      


      
        Summary


  
    Types
  


    
      
        fail_info()

      


        A PKIFailureInfo bit; a bit this library does not know is {:unknown_bit, n}.



    


    
      
        status()

      


        The PKIStatus of a response.



    


    
      
        t()

      


        A TimeStampResp: the status, its texts and failure bits, and the token if any.
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      fail_info()



        
          
        

    

  


  

      

          @type fail_info() ::
  :bad_alg
  | :bad_request
  | :bad_data_format
  | :time_not_available
  | :unaccepted_policy
  | :unaccepted_extension
  | :add_info_not_available
  | :system_failure
  | {:unknown_bit, non_neg_integer()}


      


A PKIFailureInfo bit; a bit this library does not know is {:unknown_bit, n}.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :granted
  | :granted_with_mods
  | :rejection
  | :waiting
  | :revocation_warning
  | :revocation_notification


      


The PKIStatus of a response.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Tspex.Response{
  deviations: [atom()],
  fail_info: [fail_info()],
  status: status(),
  status_text: [String.t()],
  token: binary() | nil
}


      


A TimeStampResp: the status, its texts and failure bits, and the token if any.

  


        

      


  

    
Tspex.TSTInfo 
    



      
The TSTInfo of a time-stamp token (RFC 3161, 2.4.2): what the TSA signed.
Tspex.decode_token/2 reads one without verifying anything: the
signature, the certificate and the match with a request are checked only
by Tspex.verify/3, which returns the same struct as info of
Tspex.Verified. Do not trust the time of a TSTInfo that was not
verified.
Fields:
	:version - always 1.
	:policy - the policy of the TSA, as an OID tuple.
	:hash and :digest - the messageImprint: the hash as a name such
as :sha256 (:md5, or the OID tuple, for an algorithm this library
does not implement) and the digest.
	:serial - the serial number.
	:gen_time - the time, a UTC DateTime with up to microseconds.
	:accuracy - %{seconds: n, millis: n, micros: n} (what is absent is
zero) or nil; see bounds/1.
	:ordering - whether the tokens of this TSA are ordered by genTime
within the accuracy.
	:nonce - the nonce, or nil.
	:tsa - the name of the TSA, or nil: {:directory_name, der} (the
Name, in DER), {:dns_name, text}, {:uri, text},
{:rfc822_name, text}, {:ip_address, octets} or {:other, der}.
	:extensions - [%{oid: tuple, critical: boolean, value: binary}],
with the value as the DER bytes of the extension.
	:deviations - what was tolerated against the RFC; :gen_time_encoding
when genTime has a fraction that is not in DER.


      


      
        Summary


  
    Types
  


    
      
        accuracy()

      


        The accuracy of the genTime; a part that the token leaves out is 0.



    


    
      
        name()

      


        The name of the TSA, as a GeneralName.



    


    
      
        t()

      


        A TSTInfo, the content of a token.



    





  
    Functions
  


    
      
        bounds(tst_info)

      


        The interval the time is known to be in: {earliest, latest}, genTime
minus and plus the accuracy. Both are genTime when there is no
accuracy. The ends are kept inside the years 1 to 9999.
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          @type accuracy() :: %{seconds: non_neg_integer(), millis: 0..999, micros: 0..999}


      


The accuracy of the genTime; a part that the token leaves out is 0.
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          @type name() :: Tspex.general_name()


      


The name of the TSA, as a GeneralName.
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          @type t() :: %Tspex.TSTInfo{
  accuracy: accuracy() | nil,
  deviations: [atom()],
  digest: binary(),
  extensions: [Tspex.extension()],
  gen_time: DateTime.t(),
  hash: Tspex.hash() | :md5 | tuple(),
  nonce: integer() | nil,
  ordering: boolean(),
  policy: tuple(),
  serial: integer(),
  tsa: name() | nil,
  version: 1
}


      


A TSTInfo, the content of a token.
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          @spec bounds(t()) :: {DateTime.t(), DateTime.t()}


      


The interval the time is known to be in: {earliest, latest}, genTime
minus and plus the accuracy. Both are genTime when there is no
accuracy. The ends are kept inside the years 1 to 9999.
iex> info = %Tspex.TSTInfo{
...>   policy: {1, 2, 3},
...>   hash: :sha256,
...>   digest: <<0::256>>,
...>   serial: 1,
...>   gen_time: ~U[2026-11-09 12:00:00Z],
...>   accuracy: %{seconds: 1, millis: 500, micros: 0}
...> }
iex> Tspex.TSTInfo.bounds(info)
{~U[2026-11-09 11:59:58.500000Z], ~U[2026-11-09 12:00:01.500000Z]}

  


        

      


  

    
Tspex.TimeStampedData 
    



      
A document bound to a chain of time-stamps: TimeStampedData, RFC 5544.
Experimental. RFC 5544 does not say which octets the second and later
time-stamps cover, and there is no tool to test against; this module
makes a choice and documents it below. The functions and fields here may
change in a minor release until the choice is confirmed by another
implementation. For the same reason only decode!/2 has a ! variant for
now: the other functions return {:ok, value} or {:error, %Tspex.Error{}}.
A TimeStampedData is a ContentInfo (content type
id-ct-timestampedData) that holds the document, or says where to find
it (dataUri); some metadata (fileName, mediaType and attributes);
and the temporal evidence, which here is a list of time-stamp tokens. Each
token covers the one before it, so a long chain shows the document existed
at the time of the first token, and that each token existed when the next
one was issued.
{:ok, imprint} = Tspex.TimeStampedData.imprint(contract, file_name: "contract.pdf")
{:ok, first} = Tspex.stamp(imprint, url: url, trust: roots)
{:ok, tsd} = Tspex.TimeStampedData.new(contract, first, file_name: "contract.pdf")
File.write!("contract.pdf.tsd", Tspex.TimeStampedData.encode(tsd))

{:ok, result} = Tspex.TimeStampedData.verify(File.read!("contract.pdf.tsd"), trust: roots)
result.time
What each token covers
	The first token: the value octets of content (or of the document
given as :content, since dataUri is never fetched). When the
metadata has hashProtected true, the DER encoding of the
MetaData, followed by the content (RFC 5544, section 2).
	Each later token: the previous element of the sequence, as the
TimeStampAndCRL that is in the structure, byte for byte. This is
the reading of "computed over its preceding element"; it includes the
crl of that element if it has one. The elements this module writes
are DER when the tokens are.
	The crl of an element shows that the certificate of the TSA of that
element's token was not revoked when the next element was added, so
it is put in the element before the next token is asked for: see
extension_imprint/2.

What it does not do
	It never fetches dataUri. Give the document as :content.
	ersEvidence and otherEvidence are read and written as bytes, and
verify/2 answers :unsupported_evidence for them.
	It does not check the crl of an element. verify/2 returns it, with
the stamps, for you to check (the guide on verification shows how, with
the recipe for revocation); :revocation is called for each token like
in Tspex.verify/3.
	It does not refuse a chain whose genTime goes back unless you give
:max_time_back; :ordered in the result says whether it did.
	The token of a time-stamp is only as good as its TSA, as always: read
Tspex.verify/3 for what the checks of each token mean.


      


      
        Summary


  
    Types
  


    
      
        element()

      


        A TimeStampAndCRL: the token in DER, the CRL in DER or nil, and raw,
the whole element as it is in the structure, which the next token covers.



    


    
      
        evidence()

      


        The temporal evidence: a chain of time-stamps (:tst), the evidence of an
archive time-stamp (:ers) or another kind, by its OID. Only the first is
verified.



    


    
      
        meta_data()

      


        The MetaData: other is a list of attributes, %{oid: tuple, values: [der]}.



    


    
      
        t()

      


        A TimeStampedData (RFC 5544), experimental.



    





  
    Functions
  


    
      
        decode(der, opts \\ [])

      


        Reads a TimeStampedData from a ContentInfo in BER or DER, without
verifying it. Takes the limits :max_size, :max_depth, :max_nodes and
:max_stamps (64 elements in the chain).



    


    
      
        decode!(der, opts \\ [])

      


        Like decode/2, but raises Tspex.Error.



    


    
      
        encode(tsd)

      


        The ContentInfo of tsd in DER. The elements of the chain are written
as they are, so what the tokens cover does not change.



    


    
      
        extend(tsd, stamp, opts \\ [])

      


        Adds a time-stamp to the chain of tsd. stamp is as in new/3, and has
to cover the last element of the chain, with the :crl if one is given
(see extension_imprint/2).



    


    
      
        extension_imprint(tsd, opts \\ [])

      


        The imprint to time-stamp next, to extend the chain of tsd: the hash of
the last element, with the crl that is to go in it.



    


    
      
        imprint(content, opts \\ [])

      


        The imprint to time-stamp first for content: the hash of the content, or
of the MetaData and the content when hash_protected: true. Returns
{:ok, {:digest, hash, digest}}, which Tspex.request/2, Tspex.stamp/2
and new/3 take.



    


    
      
        new(content, stamp, opts \\ [])

      


        Makes a TimeStampedData of content and the time-stamp of its imprint
(see imprint/2).



    


    
      
        time_stamps(tsd_or_der, opts \\ [])

      


        The TSTInfo of each token of the chain, read and not verified, in the
order of the chain. Takes the limits of decode/2. A chain of other
evidence is :unsupported_evidence.



    


    
      
        verify(tsd_or_der, opts)

      


        Verifies a TimeStampedData, given as DER or as the struct: the content
and the whole chain.
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      element()



        
          
        

    

  


  

      

          @type element() :: %{token: binary(), crl: binary() | nil, raw: binary()}


      


A TimeStampAndCRL: the token in DER, the CRL in DER or nil, and raw,
the whole element as it is in the structure, which the next token covers.
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          @type evidence() ::
  {:tst, [element(), ...]} | {:ers, binary()} | {:other, tuple(), binary()}


      


The temporal evidence: a chain of time-stamps (:tst), the evidence of an
archive time-stamp (:ers) or another kind, by its OID. Only the first is
verified.

  



  
    
      
    
    
      meta_data()



        
          
        

    

  


  

      

          @type meta_data() :: %{
  hash_protected: boolean(),
  file_name: String.t() | nil,
  media_type: String.t() | nil,
  other: [%{oid: tuple(), values: [binary()]}]
}


      


The MetaData: other is a list of attributes, %{oid: tuple, values: [der]}.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Tspex.TimeStampedData{
  content: binary() | nil,
  data_uri: String.t() | nil,
  evidence: evidence(),
  meta_data: meta_data() | nil,
  version: 1
}


      


A TimeStampedData (RFC 5544), experimental.
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      decode(der, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(binary(), keyword()) :: {:ok, t()} | {:error, Tspex.Error.t()}


      


Reads a TimeStampedData from a ContentInfo in BER or DER, without
verifying it. Takes the limits :max_size, :max_depth, :max_nodes and
:max_stamps (64 elements in the chain).
Errors: :malformed, :limit_exceeded, :unsupported_version.

  



    

  
    
      
    
    
      decode!(der, opts \\ [])



        
          
        

    

  


  

      

          @spec decode!(binary(), keyword()) :: t()


      


Like decode/2, but raises Tspex.Error.

  



  
    
      
    
    
      encode(tsd)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


The ContentInfo of tsd in DER. The elements of the chain are written
as they are, so what the tokens cover does not change.

  



    

  
    
      
    
    
      extend(tsd, stamp, opts \\ [])



        
          
        

    

  


  

      

          @spec extend(t(), Tspex.Verified.t() | binary(), keyword()) ::
  {:ok, t()} | {:error, Tspex.Error.t()}


      


Adds a time-stamp to the chain of tsd. stamp is as in new/3, and has
to cover the last element of the chain, with the :crl if one is given
(see extension_imprint/2).
Takes :crl and, for a token in DER, the options of Tspex.verify/3.
Only a chain of tstEvidence can be extended.

  



    

  
    
      
    
    
      extension_imprint(tsd, opts \\ [])



        
          
        

    

  


  

      

          @spec extension_imprint(t(), keyword()) ::
  {:ok, {:digest, Tspex.hash(), binary()}} | {:error, Tspex.Error.t()}


      


The imprint to time-stamp next, to extend the chain of tsd: the hash of
the last element, with the crl that is to go in it.
Options: :crl (a CertificateList in DER, which replaces the one in the
last element, if any), :hash (:sha256) and :allow_sha1. Ask the TSA
for a token over this imprint, then give extend/3 the same :crl.

  



    

  
    
      
    
    
      imprint(content, opts \\ [])



        
          
        

    

  


  

      

          @spec imprint(Tspex.data(), keyword()) :: {:ok, {:digest, Tspex.hash(), binary()}}


      


The imprint to time-stamp first for content: the hash of the content, or
of the MetaData and the content when hash_protected: true. Returns
{:ok, {:digest, hash, digest}}, which Tspex.request/2, Tspex.stamp/2
and new/3 take.
content is a binary or {:stream, enumerable} (read once).
Options:
	:hash - :sha256 (the default), :sha224, :sha384, :sha512;
:sha1 only with allow_sha1: true.
	:file_name, :media_type, :other_meta_data - the MetaData. The
first is a UTF-8 string, the second ASCII, the third a list of
attributes %{oid: tuple, values: [der]}. At least one is needed for
there to be a MetaData.
	:hash_protected - true puts the MetaData under the first token
(false, the default). It needs a MetaData.
	:allow_sha1 - false.

With hash_protected: true the imprint covers the file name too, so it is
not the hash of the content alone:
iex> alias Tspex.TimeStampedData
iex> {:ok, {:digest, :sha256, plain}} = TimeStampedData.imprint("hello")
iex> Base.encode16(plain, case: :lower)
"2cf24dba5fb0a30e26e83b2ac5b9e29e1b161e5c1fa7425e73043362938b9824"
iex> {:ok, bound} = TimeStampedData.imprint("hello", file_name: "a.txt", hash_protected: true)
iex> bound == {:digest, :sha256, plain}
false

  



    

  
    
      
    
    
      new(content, stamp, opts \\ [])



        
          
        

    

  


  

      

          @spec new(Tspex.data(), Tspex.Verified.t() | binary(), keyword()) ::
  {:ok, t()} | {:error, Tspex.Error.t()}


      


Makes a TimeStampedData of content and the time-stamp of its imprint
(see imprint/2).
stamp is a Tspex.Verified.t/0, taken to have been verified already,
or a token in DER, which is verified first with the options of
Tspex.verify/3 (:trust is required). Either way its imprint has to be
the one of content and the MetaData (:imprint_mismatch otherwise).
Takes the options of imprint/2 except :hash and :allow_sha1 (the hash
is the token's) and:
	:data_uri - where the document can be found, a URI as ASCII text.
	:detached - true leaves the content out of the structure, which
then needs a :data_uri. A stream is always detached.


  



    

  
    
      
    
    
      time_stamps(tsd_or_der, opts \\ [])



        
          
        

    

  


  

      

          @spec time_stamps(t() | binary(), keyword()) ::
  {:ok, [Tspex.TSTInfo.t()]} | {:error, Tspex.Error.t()}


      


The TSTInfo of each token of the chain, read and not verified, in the
order of the chain. Takes the limits of decode/2. A chain of other
evidence is :unsupported_evidence.
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          @spec verify(t() | binary(), keyword()) :: {:ok, map()} | {:error, Tspex.Error.t()}


      


Verifies a TimeStampedData, given as DER or as the struct: the content
and the whole chain.
Each token is verified like Tspex.verify/3 verifies a stored token, with
the same options, against what it has to cover (see the module doc): the
first against the content (and the MetaData if it is hash protected),
the others against the element before them. The certificate of each TSA
is judged at the genTime of its own token.
Options: those of Tspex.verify/3 (:trust is required), the limits of
decode/2, and:
	:content - the document, as a binary or {:stream, enumerable}, for
a structure that does not carry it. A structure that carries its
content and is given :content is :unexpected_content, and one with
neither is :content_missing. The dataUri is not used.
	:max_time_back - how many seconds the genTime of a token may be
earlier than the one of the token before it. A token covers the
element that holds the one before, so it was issued later; if its
genTime is earlier, one of the two clocks is wrong, or lies. With a
number, a token earlier by more than that is :time_order; 0 asks
for a strictly non-decreasing chain. nil (the default) does not
refuse: the result says it in :ordered. TSAs that are not the same
have clocks that differ by seconds, so choose the number knowing which.

Returns {:ok, result} with:
	:time - the genTime of the first token, when the document existed.
	:stamps - the Tspex.Verified.t/0 of each token, in order.
	:ordered - true when no token has a genTime earlier than the
one before it (see :max_time_back).
	:crls - the crl of each element in DER, or nil. Not checked here;
the guide on verification shows how to check them with the recipe for
revocation.
	:meta_data - the MetaData, or nil.

Evidence that is not tstEvidence is :unsupported_evidence.

  


        

      


  

    
Tspex.Verified 
    



      
The result of Tspex.verify/3: a token that passed every check.
Fields:
	:info - the Tspex.TSTInfo, now that the signature and the
certificate vouch for it. info.gen_time is the time the TSA says.
	:token - the verified ContentInfo, to keep: it is the time-stamp
proper, and verify/3 takes it back months later.
	:status - :granted or :granted_with_mods when a whole response
was verified, nil for a token that came alone.
	:signer - %{certificate: der, path: [der] | nil, signer_info: Cmsex.SignerInfo.t()}: the certificate of the TSA, the certificate
path from the root to it (root first, nil with trust: :none) and
the signer of the token.

	:certificates - the certificates that came in the token, in DER.
	:trust - :validated when the path leads to one of the :trust
roots, :none with trust: :none, which proves only that a key signed
this imprint.
	:revocation - :checked when the :revocation function accepted
the path, :not_checked otherwise: nothing has said the certificate
of the TSA was not revoked.
	:deviations - what was tolerated against the RFC: :gen_time_encoding
(a genTime that is not in DER), :unrequested_certificates (the
request had cert_req: false and the token carries certificates),
:cert_req_not_honored (the request asked for the certificate and
the token has none), and what the CMS layer tolerated.

inspect/1 shows the size of the token, not its bytes.

      


      
        Summary
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        signer()

      


        The certificate of the TSA, its path from the root and the signer of the token.



    


    
      
        t()

      


        What Tspex.verify/3 proves; the fields are described above.
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          @type signer() :: %{
  certificate: binary(),
  path: [binary()] | nil,
  signer_info: Cmsex.SignerInfo.t()
}


      


The certificate of the TSA, its path from the root and the signer of the token.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Tspex.Verified{
  certificates: [binary()],
  deviations: [atom()],
  info: Tspex.TSTInfo.t(),
  revocation: :checked | :not_checked,
  signer: signer(),
  status: :granted | :granted_with_mods | nil,
  token: binary(),
  trust: :validated | :none
}


      


What Tspex.verify/3 proves; the fields are described above.

  


        

      


  

    
Tspex.Error exception
    



      
Why a time-stamp request, response or token could not be built, read or
verified.
The functions of Tspex return it as {:error, %Tspex.Error{}}, and their
bang variants raise it. Match on :reason, a stable atom; :detail adds
what went wrong where that helps, and never holds the bytes of the data
that was time-stamped; :cause is the Cmsex.Error when the error came
from the CMS layer.
The message says what happened without showing the data:
iex> error = %Tspex.Error{reason: :imprint_mismatch, detail: :digest}
iex> Exception.message(error)
"the message imprint does not match (:digest)"
Reading:
	:malformed - not valid BER or DER, or not the structure that was
expected, or a field out of range (an integer that is too large, an
invalid genTime or accuracy).
	:limit_exceeded - the input goes beyond a limit; detail is the
option (:max_size, :max_depth or :max_nodes).
	:unsupported_version - a version other than 1.
	:unknown_status - a PKIStatus outside 0 to 5.
	:unknown_fail_info - a granted response with a bit of failInfo
that RFC 3161 does not define.

Responses:
	:rejection - status 2; detail is %{fail_info: [...], text: [...]}.
	:waiting, :revocation_warning, :revocation_notification - status
3, 4 and 5.
	:granted_with_mods - status 1 with granted_with_mods: :reject.
	:token_missing - status 0 or 1 without a token.
	:unexpected_token - a token with a status greater than 1.

Tokens:
	:not_a_time_stamp_token - not a SignedData, or the content type is
not id-ct-TSTInfo.
	:signer_count - no signer, or more than one.
	:token_invalid - the CMS layer refused the token; detail and
cause say why (signature, attributes, certificate). A signature made
with SHA-1 or MD5 is :weak_algorithm, not this.
	:signing_certificate_missing - neither ESSCertID nor ESSCertIDv2.
	:bad_tsa_certificate - the certificate is not one a TSA may use;
detail is :eku_missing, :eku_not_critical, :eku_extra_purposes,
:eku_repeated, :key_usage or :not_valid_at_time.
	:untrusted - the certificate path did not validate; detail is the
reason, such as :not_valid_at_time, :eku_excludes_time_stamping,
:key_usage_mismatch or {:revocation, reason}.
	:imprint_mismatch - detail is :hash_algorithm, :digest or
:length.
	:nonce_missing, :nonce_mismatch - the request had a nonce and the
token has none, or another one.
	:policy_mismatch - the policy is not the one requested, or is not in
:policies.
	:tsa_name_mismatch - the tsa field names none of the names of the
certificate.
	:critical_extension - an extension of the TSTInfo that is critical
and unknown.
	:gen_time_skew - :max_skew exceeded.
	:weak_algorithm - MD5, or SHA-1 without allow_sha1: true, in the
imprint or in the signature of the token (some TSAs sign with SHA-1:
detail is :sha1, and cause is the error of the CMS layer).

Signature and content time-stamps:
	:cms_invalid - the CMS message that carries the signature could not
be read, or its signature did not verify; detail and cause (a
Cmsex.Error) say why.
	:signer_not_found - no signer, or no countersignature, at the
position; detail is the position.
	:no_time_stamp - the signer has no time-stamp.
	:unsupported_evidence - a TimeStampedData with ersEvidence or
otherEvidence.
	:content_missing, :unexpected_content - a TimeStampedData that
does not carry its content and none was given, or that carries it and
one was given.
	:time_order - a TimeStampedData with a token whose genTime is
earlier than the one before it by more than :max_time_back; detail
is the position of that token in the chain (the first is 0).

Transport:
	:transport - detail is {:http_status, n}, :timeout,
:too_large, {:connect, reason}, {:tls, reason} or {:other, reason}.


      


      
        Summary


  
    Types
  


    
      
        reason()

      


        Why an operation failed; each reason is described above.



    


    
      
        t()

      


        The error: the reason, a detail that depends on it (or nil) and the
cause, the error of the layer below when there is one.
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          @type reason() ::
  :malformed
  | :limit_exceeded
  | :unsupported_version
  | :unknown_status
  | :unknown_fail_info
  | :rejection
  | :waiting
  | :revocation_warning
  | :revocation_notification
  | :granted_with_mods
  | :token_missing
  | :unexpected_token
  | :not_a_time_stamp_token
  | :signer_count
  | :token_invalid
  | :signing_certificate_missing
  | :bad_tsa_certificate
  | :untrusted
  | :imprint_mismatch
  | :nonce_missing
  | :nonce_mismatch
  | :policy_mismatch
  | :tsa_name_mismatch
  | :critical_extension
  | :gen_time_skew
  | :weak_algorithm
  | :cms_invalid
  | :signer_not_found
  | :no_time_stamp
  | :unsupported_evidence
  | :content_missing
  | :unexpected_content
  | :time_order
  | :transport


      


Why an operation failed; each reason is described above.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Tspex.Error{
  __exception__: true,
  cause: Exception.t() | nil,
  detail: term(),
  reason: reason()
}


      


The error: the reason, a detail that depends on it (or nil) and the
cause, the error of the layer below when there is one.
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